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HEALTH AND SPORT COMMITTEE 
 

AGENDA 
 

17th Meeting, 2017 (Session 5) 
 

Tuesday 20 June 2017 
 
The Committee will meet at 9.30 am in the James Clerk Maxwell Room (CR4). 
 
1. Subordinate legislation: The Committee will consider the following negative 

instruments— 
 

Mental Health Tribunal for Scotland (Practice and Procedure) (No. 2) 
Amendment Rules 2017 (SSI 2017/172) 
 Mental Health (Conflict of Interest) (Scotland) Regulations 2017 
(SSI 2017/174) 
 Mental Health (Patient Representation) (Prescribed Persons) (Scotland) 
Regulations 2017 (SSI 2017/175) 
 Mental Health (Certificates for Medical Treatment) (Scotland) Regulations 
2017 (SSI 2017/176) 
 

2. Information Technology Security: The Committee will take evidence from— 
 

Professor Bill Buchanan, The Cyber Academy, Edinburgh Napier 
University; 
 
Andy Robertson, Director of IT, NHS National Services Scotland; 
 
Andy Grayer, Acting Assistant Director of eHealth and Information 
Services, NHS Ayrshire and Arran; 
 

and then from— 
 

Shona Robison, Cabinet Secretary for Health and Sport, Penni Rocks, 
Head of eHealth (Digital Health and Care) Governance and Technical 
Strategy, and Graham Gault, eHealth, Scottish Government. 
 

3. Subordinate legislation: The Committee will take evidence on the Carers 
(Scotland) Act 2016 (Agreements of a Specified Kind) Regulations 2017 [draft] 
from— 
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Shona Robison, Cabinet Secretary for Health and Sport, Ruth Lunny, 
Lawyer, and Peggy Winford, Policy Officer, Care, Support and Rights 
Division, Scottish Government. 
 

4. Subordinate legislation: Cabinet Secretary for Health and Sport to move—
S5M-06069—That the Health and Sport Committee recommends that the 
Carers (Scotland) Act 2016 (Agreements of a Specified Kind) Regulations 2017 
[draft] be approved. 

 
5. Information Technology Security (in private): The Committee will consider 

the evidence heard earlier in the meeting. 
 
6. NHS Governance (in private): The Committee will consider its approach to 

phase two of its inquiry - Clinical Governance. 
 
7. Budget 2017-18 (in private): The Committee will consider a draft letter. 
 
 

David Cullum 
Clerk to the Health and Sport Committee 

Room T3.60 
The Scottish Parliament 

Edinburgh 
Tel: 0131 348 5210 

Email: david.cullum@parliament.scot 
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Health and Sport Committee 

17th meeting, Tuesday 20 June 2017 (Session 5) 

Subordinate legislation negative instruments  

Note by the clerk 

 

Overview of instruments 

1. At last week’s meeting the Committee took evidence from the Minister for 
Mental Health on four negative instruments which relate to the Mental Health 
(Scotland) Act 2015. The Committee will officially consider these instruments today. 
 
2. The four negative instruments for consideration are: 

 The Mental Health Tribunal for Scotland (Practice and Procedure) (No. 2) 
Amendment Rules 2017 (SSI 2017/172)    

 The Mental Health (Conflict of Interest) (Scotland) Regulations 2017 (SSI 
2017/174)     

 The Mental Health (Patient Representation) (Prescribed Persons) (Scotland) 
Regulations 2017 (SSI 2017/175) 

 The Mental Health (Certificates for Medical Treatment) (Scotland) Regulations 
2017 (SSI 2017/176) 

 
Delegated Powers and Law Reform Committee consideration of the four 
instruments  
 
3. The Delegated Powers and Law Reform Committee considered the 
instrument at its meeting on 13 June 2017. The Committee determined that it did not 
need to draw the attention of the Parliament to this instrument on any grounds within 
its remit. 
 
 

The Mental Health Tribunal for Scotland (Practice and Procedure) (No. 2) 
Amendment Rules 2017 (SSI 2017/172)     

Background  

4. The purpose of this instrument is to amend certain rules within the Mental 
Health Tribunal for Scotland (Practice and Procedure) (No. 2) Rules 2005 under 
which the Mental Health Tribunal for Scotland operates. 
 
5. The Policy Note on the regulations is available at Annexe A.  

 
6. The Regulations are subject to the negative procedure. No motion to annual 
has been received. The Regulations are due to come into force on 30 June 2017.  
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7. The Committee is due to report by 11 September 2017.  
 

The Mental Health (Conflict of Interest) (Scotland) Regulations 2017 (SSI 
2017/174) 

Background 
 
8. This instrument specifies the circumstances when a conflict of interests may 
exist in relation to certain medical examinations being carried out. This instrument 
aims to ensure that medical examination of a patient is carried out by a medical 
practitioner who is independent. The instrument sets out circumstances where there 
is to be considered a conflict of interest.  
 
9. The Policy Note on the regulations is available at Annexe B.  
 
10. The Regulations are subject to the negative procedure. No motion to annual 
has been received. The Regulations are due to come into force on 30 June 2017.  
 
11. The Committee is due to report by 11 September 2017.  

 

The Mental Health (Patient Representation) (Prescribed Persons) 
(Scotland) Regulations 2017 (SSI 2017/175) 

Background 
12. This instrument sets out who can witness a nomination or revocation of a 
nomination of a named person under the 2003 Act.  
 
13. The Policy Note on the regulations is available at Annexe C. 
 
14. The Regulations are subject to the negative procedure. No motion to annual 
has been received. The Regulations are due to come into force on 30 June 2017.  
 
15. The Committee is due to report by 11 September 2017.  
 

The Mental Health (Certificates for Medical Treatment) (Scotland) 
Regulations 2017 (SSI 2017/176) 

Background 

 
16. There are a number of statutory forms which are required under the 2003 Act 
and in some circumstances Responsible Medical Officers (RMOs) are required to 
issue a certificate. These Regulations make changes to these forms and certificates 
with the aim of making them clearer and easier to complete.   
 
17. The Policy Note on the regulations is available at Annexe D. 
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18. The Regulations are subject to the negative procedure. No motion to annual 
has been received. The Regulations are due to come into force on 30 June 2017.  
 
19. The Committee is due to report by 11 September 2017.  
Annexe A 

POLICY NOTE 
  

THE MENTAL HEALTH TRIBUNAL FOR SCOTLAND (PRACTICE AND 
PROCEDURE) (NO. 2) AMENDMENT RULES 2017 

  
   SSI 2017/172 
  
The above instrument was made in exercise of the powers conferred by sections 
21(4), 326 and paragraph 10 of schedule 2 of the Mental Health (Care and 
Treatment) (Scotland) Act 2003 (“the 2003 Act”). The instrument is subject to 
negative procedure.  
 
Policy Objectives  
The purpose of this instrument is to amend certain rules within the Mental Health 
Tribunal for Scotland (Practice and Procedure) (No. 2) Rules 2005 (“the 2005 
Rules”) under which the Mental Health Tribunal for Scotland operates. 
 
The listed initiator 
The Mental Health (Scotland) Act 2015 (“the 2015 Act”) removes those provisions in 
the 2003 Act which mean that where a patient does not choose their ‘named person’, 
one was appointed for them by default. The main concerns expressed about those 
provisions were around patients’ autonomy and privacy. To ensure that this change 
did not impair patients’ right to make an application or appeal in relation to their 
detention, by leaving those without the capacity with no recourse, the 2015 Act also 
introduced a list of persons who may initiate an application or appeal to the Tribunal.   
In addition, and in relation to appeals of cross border transfers, similar provision is 
included in secondary legislation1.  This gives the nearest relative, carer, guardian or 
welfare attorney the ability to apply to the Mental Health Tribunal for Scotland where 
there is no ‘named person’ and the patient does not have capacity to make the 
application on their own behalf. 
 
This instrument amends the 2005 Rules to set out the requirements for such an 
application or appeal which ensures that the listed initiator conditions have been met. 
 
The requirements include a statement by the person making the application or 
appeal which sets out: 

 what category they fall within (nearest relative, carer, guardian or welfare 
attorney); 

 that they have not been precluded from using the ability by the patient; and  
 that the patient is over 16 and has no named person. 

In addition, the application must be accompanied by a statement by an approved 
medical practitioner ( which in practice will ordinarily be the patient’s responsible 
medial officer) that the patient is incapable of initiating an application or appeal. 

                                             
1 This is by way of amendments to S.S.I.2005/467 and S.S.I. 2008/356. 
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In order to fulfil the policy objectives of privacy and autonomy, once the appeal or 
application has been made by a listed initiator, that person does not become a party 
to the proceedings.  Rather, a curator ad litem may be appointed by the Tribunal to 
represent the interests of the patient. 
 
Compulsory treatment 
There was a practical issue where two sets of notification could have been required 
in relation to Tribunal proceedings concerning compulsory treatment (one in relation 
to the making of an interim compulsory treatment order and one in relation to the 
making of a compulsory treatment order).  The 2005 Rules are amended to clarify 
that when the persons specified in rule 6 of the 2005 Rules are being given notice 
and invited to make representations or lead or produce evidence etc., that is in 
relation to the making of a compulsory treatment order, or an interim compulsory 
treatment order.   
 
Decisions 
The Tribunal sends notice of the decision to the parties and such other relevant 
person as the Tribunal may direct.  A difficulty in practice has arisen because on 
occasion persons who have a right of appeal against the decision of the Tribunal do 
not have a statutory right to obtain a copy of the decision, as they are not a party to 
the case and have not returned a notice of response or sought to be added as a 
party or relevant person.  The 2005 Rules are amended to ensure that the patient’s 
responsible medical officer and mental health officer will always receive a copy of the 
decision of the Tribunal. 
 
Consultation  
 
The amendments to the 2005 Rules are in response to the changes introduced by 
the 2015 Act and taking account of experience and practice of the Mental Health 
Tribunal for Scotland in operating the 2005 Rules. 
 
Policy officials set up a stakeholder reference group which not only helped shape the 
form of the consultations but also focussed on the implementation of the 2015 Act 
itself.  The first meeting of the group was on 18 December 2015 and further 
meetings took place during 2016, with a final meeting in May 2017.  The reference 
group consists of a range of stakeholder organisations as set out on the Scottish 
Government mental health law webpages (for example the Mental Health Tribunal 
for Scotland, Mental Welfare Commission for Scotland, professional groups, service 
providers, rights, advocacy and service user representation organisations) and has 
had a key role in providing advice and recommendations.    
 
Impact Assessments 
 
This SSI is part of a package of SSIs to come into force on 30 June 2017.  Impact 
assessment reports including a Privacy Impact Assessment (PIA) and Equality 
Impact Assessment (EQIA) will be published in June 2017.  The 2005 Rules affect 
only persons with a mental disorder.  Mental disorder is included in the definition of 
the protected characteristic of disability under the Equality Act 2010.  Therefore it is 
likely that any effects that the SSI provisions have on service users will particularly 
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impact the protected characteristic of disability.  However, the effects of this SSI will 
not have an adverse impact on this protected characteristic. 
  
Financial Effects  
  
A Business and Regulatory Impact Assessment (BRIA) report will be published in 
June 2017.  The impact of this policy on business is that a new category of person 
will have the ability to make appeals and applications to the Tribunal.  However, they 
only have this ability when an existing category of person, the named person, is not 
involved.  Therefore, there is no financial effect. 
  
Scottish Government 
Population Health Directorate 
  
22 May 2017 
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Annexe B 

POLICY NOTE 
  

THE MENTAL HEALTH (CONFLICT OF INTEREST) (SCOTLAND) 
REGULATIONS 2017 

 
SSI 2017/174 

  
The above instrument was made in exercise of the powers conferred by section 
291A of the Mental Health (Care and Treatment) (Scotland) Act 2003 (“the 2003 
Act”). The instrument is subject to negative  procedure.  
 
Policy Objectives  
The purpose of this instrument is to specify the circumstances where it is, and is not, 
to be taken to be a conflict of interest in relation to certain medical examinations 
carried out under provisions of the 2003 Act. 
 
The provisions within the 2003 Act are in relation to examination of for the purposes 
of: 
 

 section 44(1) (short term detention in hospital); 
 section 47(1) (extension of short-term detention in hospital); 
 section 57(2) (mental health officer’s duty to apply for compulsory treatment 

order); 
 section 77(2) (first mandatory review); 
 section 78(2) (further mandatory reviews); 
 section 139(2) (first review of compulsion order); 
 section 140(2) (further review of compulsion order); and  
 section 182(2) (review of compulsion order and restriction order). 

 
The policy objective is to ensure that, subject to limited exceptions, medical 
examination of a patient is carried out by a medical practitioner who is independent. 
 
The instrument sets out circumstances where there is to be considered a conflict of 
interest. The schedule to the instrument lists the prohibited degrees of relationship 
where they exist between an approved medical practitioner and the patient or exist 
either between the medical practitioners or between one of them and the patient. 
The relationships listed include immediate family members: parent, child, sister, 
brother, grand-parent and grandchild. Also included are family members through 
marriage and relationships which are similar for non-married couples.  
 
Where a medical examination of a patient is required, it should not be carried out by 
a medical practitioner who is related in any way by blood, marriage or cohabitation to 
the patient or to another examining practitioner. Where two medical examinations 
are required, at least one of those is to be carried out by a practitioner who does not 
work in an NHS hospital where the patient is or may be detained.  Alternatively, to 
take account of arrangements in rural settings,  if one examination is undertaken by 
a consultant, the other examination can be carried out by another doctor in that 
hospital but there must be no supervisory relationship between them.  Where the 
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doctor carrying out a medical examination for a review of certain orders is employed 
in an independent health care service in which the patient is or will be detained, 
there must be a second examination by a doctor not so employed.   
 
Consultation 
 
A public consultation took place from 7 March to 30 May 2016. 
 
A full list of those consulted and who agreed to the release of this information is 
attached to the consultation report published on the Scottish Government website on 
12 January 2017 with ISBN 978-1-78652-727-1.  It includes: the MWCS; Royal 
College of Psychiatrists; Scottish Association for Mental Health as well as service 
providers and individual members of the public. 
 
The responses to the public consultation contributed to the development of policy on 
specific issues, as well as an understanding of practical implications of legislative 
provisions and policy decisions.  The responses to policy proposals highlighted the 
experience of patients, organisation of services and system cost implications. 
 
Policy officials also set up a stakeholder reference group which not only helped 
shape the form of the consultations but also focussed on the implementation of the 
Act itself.  The first meeting of the group was on 18 December 2015 and further 
meetings took place during 2016, with a final meeting in May 2017.  The reference 
group consists of a range of stakeholder organisations as set out on the Scottish 
Government mental health law webpages (for example the Mental Health Tribunal 
for Scotland, MWCS, professional groups, service providers, rights, advocacy and 
service user representation organisations) and has had a key role in providing advice 
and recommendations.    
 
Impact Assessment 
This SSI is part of a package of SSIs to come into force on 30 June 2017.  Impact 
assessment reports including a Privacy Impact Assessment (PIA) and Equality 
Impact Assessment (EQIA) are to be published in June 2017.  This SSI affects only 
persons with a mental disorder.  Mental disorder is included in the definition of the 
protected characteristic of disability under the Equality Act 2010.  Therefore it is likely 
that any effects that the SSI provisions could have on service users would  
particularly impact the protected characteristic of disability.  However, this instrument 
replaces existing restrictions on professionals carrying out examinations of people 
with mental disorder.  Therefore, there is no impact on protected characteristics. 
 
Financial Effects  
A Business and Regulatory Impact Assessment (BRIA) report will be published in 
June 2017.  The impact on business will be where independent approved medical 
practitioners are required for medical examination of patients who are detained (or 
will be detained) in an independent health care service.  There will be a cost in 
providing these additional examinations.  However, the number of Scottish 
independent psychiatric inpatient beds, only a proportion of which will be taken up by 
detained patients, is low.  
 
Scottish Government 
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Population Health Directorate 
22 May 2017 
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Annexe C 

POLICY NOTE 
 

THE MENTAL HEALTH (PATIENT REPRESENTATION) (PRESCRIBED 
PERSONS) (SCOTLAND) REGULATIONS 2017 

 
SSI 2017/175 

  
The above instrument was made in exercise of the powers conferred by section 250 
of the Mental Health (Care and Treatment) (Scotland) Act 2003 (“the 2003 
Act”).  The instrument is subject to negative procedure.  
   
Policy Objectives  
 
The Mental Health (Patient Representation)(Prescribed Persons) (Scotland) (No. 2) 
Regulations 2004 sets out the prescribed classes of person who can witness a 
nomination or revocation of a nomination of a named person under the 2003 Act. 
  
This instrument revokes and replaces the existing regulations to take into account 
changes made by the Mental Health (Scotland) Act 2015 (“the 2015 Act”).  
 
Firstly, the 2015 Act requires a person nominated as named person to agree in 
writing to take on the role and for this agreement to be witnessed by a prescribed 
person. The 2015 Act also allows a patient to make a declaration (and withdraw such 
a declaration) precluding their nearest relative or carer from initiating certain 
applications or appeals on their behalf if they have no named person and they are 
incapable of doing so on their own behalf; the 2015 Act introduces this ability for the 
nearest relative or carer. Any such declaration or withdrawal must be witnessed by a 
prescribed person. 
 
Unlike the 2004 regulations, this instrument does not prescribe classes of persons 
who can witness a declaration by the patient that a person should not be the 
patient’s named person, as this section is repealed by the 2015 Act. 
 
The instrument also adds independent advocates, speech and language therapists, 
physiotherapists, arts therapists and dietitians to the list of prescribed persons. This 
will allow a wider range of practitioners who might work with the patient and be 
supporting them in their decision about representation to witness the documents 
described. 
  
Consultation  
 
Consultation on these regulations was included within Part 1 of the consultation on 
implementation of certain sections of the Mental Health (Scotland) Act 2015 and 
associated regulations, which was open between 7 March and 30 May 2016.  
 
The vast majority of respondents agreed with the proposal to extend the existing list 
of prescribed persons to those who can witness agreement to being a named 
person.  In addition, suggestion was made to add independent advocates, and all 
allied professionals to the list of prescribed persons. The regulations therefore 
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extends the list of prescribed persons to independent advocates, along with those 
allied professionals not previously listed who work with mental health service users - 
speech and language therapists, physiotherapists, arts therapists and dietitians. 
 
A full list of those consulted and who agreed to the release of this information is 
attached to the consultation report published on the Scottish Government website on 
12 January 2017 with ISBN 978-1-78652-727-1. 
  
Impact Assessments 
  
This SSI is part of a package of SSI to come into force on 30 June 2017.  Impact 
assessment reports including a Privacy Impact Assessment (PIA) and Equality 
Impact Assessment (EQIA) are to be published in June 2017.  These rules affect 
only persons with a mental disorder.  Mental disorder is included in the definition of 
the protected characteristic of disability under the Equality Act 2010.  Therefore it is 
likely that any effects that the SSI provisions have on service users will particularly 
impact the protected characteristic of disability. The effects of this SSI will not have 
an adverse impact on this protected characteristic.   
  
Financial Effects  
  
A Business and Regulatory Impact Assessment (BRIA) report will be published in 
June 2017. The circumstances in which a prescribed person must witness a 
document were set out by the 2015 Act. This instrument will also have the effect that 
a small number of additional classes of persons will be able to witness certain 
documents and the financial impact of this is expected to be small. 
  
Scottish Government 
Population Health Directorate 
  
25 May 2017 
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 Annexe D 

POLICY NOTE 
  

THE MENTAL HEALTH (CERTIFICATES FOR MEDICAL TREATMENT) 
(SCOTLAND) REGULATIONS 2017  

 
SSI 2017/176 

  
The above instrument was made in exercise of the powers conferred by sections 
245(2), 246(1) and 325 of the Mental Health (Care and Treatment) (Scotland) Act 
2003 (“the 2003 Act”). The instrument is subject to negative procedure.  
 
Policy Objectives  
 
The 2003 Act makes provision at section 325 to prescribe statutory forms.  The 2003 
Act requires a certificate to be given by the responsible medical officer or other 
medical practitioner under certain circumstances.  Under section 245(2) and 246(1) a 
certificate shall contain such particulars as prescribed in regulations .   
 
Revision to these prescribed forms is required as part of a package of changes to 
forms used to administer certain processes under the 2003 Act.  In light of practice 
and experience in using these certificates, certain amendments were needed to the 
prescribed forms, including : 
 

 More details are provided on each certificate in relation to the Responsible 
Medical Officer  

 What was previously one form has been split into two forms in order to specify 
the certification of treatment under section 237(3) of the 2003 Act as separate 
from certification  of treatment under section 240(3) of that Act.  This has been 
done in relation to situations where the patient consents to treatment (forms 
T2A and T2B) and where the patient is incapable of consenting (forms T3A 
and T3B). 
 

The aim of these changes is to make the forms clearer and easier to complete.   
 
Consultation  
There are a range of forms recommended for use under the 2003 Act in addition to 
these prescribed forms. The Mental Welfare Commission worked with the Mental 
Health Tribunal for Scotland, NHS boards and Local Authorities to consider feedback 
from practitioners and administrators on the use of the existing prescribed forms and 
other forms.   
 
Impact Assessment 
 
This SSI affects only persons with a mental disorder.  Mental disorder is included in 
the definition of the protected characteristic of disability under the Equality Act 2010.  
Therefore it is likely that any effects that the SSI provisions have on service users 
would particularly impact the protected characteristic of disability.  However, the 
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changes are to update forms use by professionals treating persons with a mental 
disorder.  There is no effect on protected characteristics. 
 
 
Financial Effects  
 
The forms are produced by the Mental Welfare Commission for Scotland as part of a 
wider revision and update to forms associated with the 2003 Act.  There is no 
additional financial effect from this instrument. 
  
Scottish Government 
Population Health Directorate 
  
24 May 2017 
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Evidence for Health and Sport Committee 
Author: Professor Bill Buchanan, PhD, FIET, FBCS. 

 
Bio: Bill is a Professor in the School of Computing at Edinburgh Napier 
University, and a Fellow of the BCS and the IET. He currently leads the 
Centre for Distributed Computing, Networks, and Security and The Cyber 
Academy. His main research focus is around information sharing, e-
Health, threat analysis, machine learning in cyber security, cryptography, 
and digital forensics. This has led to several World-wide patents, and in 
three highly successful spin-out companies: Zonefox; Symphonic 
Software; and Cyan Forensics. Bill regularly appears on TV and radio related to computer 
security, and has given evidence to the Justice Committee at the Scottish Parliament and in 
the House of Commons.  Bill was named as one of the Top 100 people for Technology in 
Scotland for in each year from 2012 to 2017. In Feb 2016, he was also included in the 
FutureScot "Top 50 Scottish Tech People Who Are Changing The World". Recently his work 
on Secret Shares received “Innovation of the Year” at the Scottish Knowledge Exchange 
Awards, for a research project which involves splitting data into secret shares, and can then 
be distributed across a public Cloud-based infrastructure. He was also included in the JISC 
Top 50 Higher Education Social Media Influencers in 2015. Overall Bill has one of the most 
extensive academic sites in the World (http://asecuritysite.com), and is involved in many 
areas of novel research and teaching in cryptography, e-Health and cyber security. He has 
published over 27 academic books, and more than 250 academic research papers, along 
with several awards for excellence in research, innovation and teaching. 

1 Outline 
The recent outages at British Airways and Capita, and with the ransomware attack on the NHS, we 
see how highly dependent on information infrastructures, and that they may not be as robust as we 
expect. A few possible recommendations for the NHS in Scotland would be: 

 The NHS in Scotland needs to fully understand its key risks, such as for a large-scale power 
outage, a Distributed Denial of Service (DDoS) attack, malware infection and large-scale data 
loss. 

 Provide investment for the creation of dynamic, robust and secure architectures which can cope 
with major threats, including for sustained power loss, distributed denial of service (DDoS), 
malware and large-scale data loss. 

 Disable all unnecessary services on devices within the infrastructure, and reduce networked 
access from devices which are untrusted. 

 Implement a software patch strategy which rolls-out updates when serious vulnerabilities are 
identified. 

 Provide clear communications strategies for the reporting of incidents, along with mitigation 
strategies. 

 Implement a minimal rights policy for the access to any system or the data infrastructure, and 
then define where rights are granted based on the provision of the correct credentials.  

 Protect sensitive data through encryption and control access. 

 Segment the network infrastructure and provide multiple layers of security. 

 Provide guaranteed service levels for the recovery of services for a range of threat levels and for 
key risks (such as DDoS, malware, and large-scale data loss). These should be measured in times 
to recover the service, and in terms of their impact on the patient pathway. 
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 Provide an open review of the current architecture for health and social care, and understand 
critical points of failure. 

 Provide funding support for innovation within an overarching health and social care 
architecture, and which is defined by a centralised trust and governance policy. 

 Centralise trust, policy, governance and consent within a secure and robust management 
infrastructure, and support with 24x7 monitoring and incident response teams. 

 Train staff for scenarios for awareness in coping with Cyber Security threats, including for large-
scale power loss, denial of service, malware spread and large-scale data loss.   

 Move towards a virtualised infrastructure, and do not allow any unpatched computers to 
connect into the NHS networked infrastructure. 

 Implement penetration tests, and technical audits for the NHS from external agencies, and 
identify weaknesses. This can provide a rating system for key services. 

 Provide an open forum for the discussion of ideas for cyber security within the NHS. 

 Identify legacy systems and migrate towards modern practice, including with the usage of VPNs 
and multi-factor authentication. 

 Build systems based on a white-list of trusted systems, and where all other connections and 
systems are not trusted. 

 Support external scans of NHS systems for attack routes and data exposed to the Internet. 

 NHS should support full failover support, including for warm site support (with backup systems 
ready for operation within less than an hour) and for cold site support (the complete rebuilding 
of key infrastructure on a large-scale outage).  

 Implement scanning of networked traffic for known malware, and block access to known 
malicious sites, such as for Tor traffic. 

 Create a formalise policy infrastructure which maps systems and people into roles and then 
maps these roles to the rights of access to systems and services. Access to systems will depend 
on the provision of the correct identity attributes, otherwise there will be no access, by default. 

The main lesson we have learnt from the ransomware attack is that there is a complete under 
investment in the delivery of an IT infrastructure in the NHS. The days of technicians plodding along 
with updates for desktop computers have gone, and centralised security policies and updates are a 
core part of most modern infrastructures. The concept of segmentation and defence-in-depth of 
part of the networks, too, are all a core part of a modern architecture, especially in making sure that 
key services keep running. But all along we need to remember that we want to make the patient 
journey as safe as possible, and to make the best use of the precious resources. 

With GDPR coming up, organisations such as the NHS will have to be more transparent about their 
infrastructure and the practices they use, as a large-scale breach could result in significant fines. 
Only in the NHS could we see over £15 billion spend on an IT infrastructure (Connecting For Health), 
and for nothing to result. 

The under investment in health care IT in the UK, will not be fixed by purchasing lots of new 
computers and upgrading their operating systems. The infrastructure needs a radical redesign of 
health and social care services, with a long-term commitment from Government to use the best 
practice from industry and apply into health and social care. 

The lack of integration across the different stakeholders involve with health and social care is one 
thing that needs to be addressed in any new plan, and how we can still respect the rights of privacy 
of individuals, but understand how we can best use data for their care and support. In health care, 
especially, we have to be more open about future plans, and have a continual modernisation plan 
which more tightly integrates disparate systems, and brings them together in a secure 
infrastructure, while looking towards the future of on-line provisions. The citizen should be at the 
centre of this design! At present the NHS struggles to cope with creating a fit-for-purpose range of 
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services for its own staff, and the concept of the citizen being part of this is still something which it is 
struggling with. Resilience, too, will be a core element, as a loss of service could lead to a loss of life. 

After the recent headlines, it is now time to take stock of the current state of cyber security within 
health care, and look at new ways of improving the access to health and social care systems. Cyber 
Security thus provides a core part of this, especially in creating trustworthy systems which put the 
citizen at the core. We must all take a part in supporting these developments, and allow data to 
flow, while minimising risks of data breaches and outages. 

A weak foundation? 

In general, Scotland seems to be behind England in the creation of a robust, modern and dynamic 
health care infrastructure. Overall there is a general lack of citizen access, and with weaknesses 
around the integration of primary and secondary health care, along with a general lack of integration 
with social care. 

A recent example of problems within the architecture for health and social care comes with the 
transfer of staff from Highland Council to the NHS Highland - in 2012 – and who are still using 
equipment provided by the council, and that they have limited access to NHS systems. The proposed 
plan is to invest up to £420K on new "devices" (where it was not identified if it these are computers 
or mobile phones), and that some of the staff would still require two computers on their desk. One 
which connected to the SWAN network, and the other to the council network. 

In the days of using VPN accesses, it seems unbelievable that staff still need to access NHS services 
from specific networks. An investment in multi-factor authentication too would seem a better 
investment than giving staff two computers. With the purchase of few fingerprint scanners and out-
of-band authentication, such as through a mobile device, would significantly enhance the overall 
security of the accesses. 

With the requirement for increased levels of spending for health and social care, and for us to create 
new health care services, having two computers on someone's desk, in order to connect to two 
different systems, seems a throwback to the 1980s. Surely we need to now understand the overall 
architecture that we are using in health and social care, and see if it is fit-for-purpose to cope with 
the ever increasing demand for more integrated services, and, especially, where citizens can be put 
at its core? And what about cloud-based infrastructures, surely it doesn't matter which physical 
network you connect to? Perhaps to push forward the revolution in digital services in health and 
social care, we need more architects and fewer technicians? 

We also need a flexible and dynamic infrastructure, in order to allow new ways of work, but always 
to focus on the citizen. If NHS staff have limited access, in this case, to their own systems, what 
chance has the citizen in ever getting some control/rights over their own care? 

2 Data Loss 
The industry area with the poorest track record for computer security is health care, and it's getting 
worse. As most industries are improving, health care seems to be struggling to keep up with 
computer security, and, especially in the US, the number and scope of the data breaches are rising 
by the month. As Figure 1 shows, health care information is one of the most sensitive types of data, 
and must be protected, in order to protect personal information leakage. 

Perhaps its due to a delegation of responsibility, or lack of regulation, or a lack of proper procedures, 
or that health care is struggling to match the rest of the industry, or that it doesn't quite understand 
things like encryption and multi-factor authentication? Often, though, it's down to people making 
mistakes, and not understand the processes that are involved. 
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In the UK, for example, the Shared Business Services (SBS) has recently apologised for routinely, 
since 2011, sending out the wrong information to GPs. This included temporary resident forms, 
duplicate documents, lab/test results and communications about treatment steps, and then did not 
redirect the documents that had been sent incorrectly. In academic terms, this is equivalent to a 
Professor sending the wrong mark to a student, and then, once told, not sending the mark to the 
correct student. 

In 2016, the Danish Data Protection Agency (Datatilsynet) outlined that 5,282,616 CPR (Personal 
Identification Numbers) were sent by mistake by a Copenhagen-based Chinese company to the 
Chinese Visa Application Centre. It was sent in February 2015 and contained two CDs with CPR 
numbers and health information, and was sent by registered mail.  None of the CDs were  encrypted. 
Luckily the package was opened by someone at the Chinese Visa Application Centre and sent 
straight back to the sender. 

In 2015, there was an incident related to the East Sussex NHS Trust, and involves a non-encrypted 
memory stick containing the details of over 3,000 patients. By policy the data on the memory stick 
should have been encrypted, and it is thought that up to one-third of all health care breaches are 
caused by humans. 

Healthcare records are one of the most sensitive areas for protection, but two-thirds of healthcare 
organisations experienced a security incident in 2014 [1][2]. Patients who have had their records lost 
or stolen are at risk of medical and financial identity theft. These patients will feel embarrassed, may 
suffer from mistreatment, and experience a stressful and costly road to repair the damage. Stealing 
medical records is an attractive criminal business, as the data gained could be worth at least ten 
times the value of credit card data on the black market [3]. The number of healthcare data breaches 
rises at a worrying pace. Since last year, medical identity theft incidents increased 21.7% [4], and 
there are forecasts that healthcare breaches will keep increasing in the near future [5], due to the 
potential economic gain and digitization of records. 

Forbes, too, have recently reported [6], that, in less than one year there has been nearly 96 million 
records were stolen (Community Health Systems (4.5 million), Anthem (80 million), and Premera (11 
million)), and one of the motivations is obviously that there is a strong business model in gaining 
health care information. 
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Figure 1: Spectrum of sensitivity 

2.1 What goes wrong in Health Care security? 

The research in [7]  highlights that it is typically human error that is the number one threat in health 
care. Using the Delphi method, they found nearly 40% of all the risks in Health Care were covered 
by: 

 Unattended asset goes missing. An internal employee located on the premises leaves an asset 
unattended and consequently the asset goes missing. The asset contained personal information 
of a few patients (less than 10). Sometimes (7% of all incidents) 

 Password or access token sharing. An internal employee shares his password or access token 
leading to disclosure of patient information to unauthorised persons. Sometimes (7% of all 
incidents). 

 Email to wrong recipient. An internal employee located on the premises sends an email to the 
wrong addressee and consequently discloses the personal details of a few patients (less than 10 
patients). Sometimes (6.5% of all incidents). I will give an example of this later in the article. 

 Theft on premises. Incidents that involve the theft of devices with personal data from the 
premises of the organisation affecting 10-99 patient records. Sometimes (5.7% of all incidents). 

 Procedure not followed. An internal employee located on the premises does not follow the 
formal procedures leading to disclosure of patient information. Sometimes (4.3% of all 
incidents). 

 Wrong privileges set. An internal employee on the premises was unintentionally given the 
wrong privileges or authorisations, causing disclosure of personal patient information to 
unauthorised persons. Sometimes (4.3% of all incidents). 

2.2 Email leaks 

Many IT systems have been created, so that those sending emails to distribution lists will only go to 
one email address at a time, with checks that there is no more than one email in either the To:, the 
C::, and the Bcc: field. It is a fairly standard system to setup, and, once tested, is normally robust. A 
human check of the end results, before they are sent, is a good check too, especially to check the 
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name against the email address. Thus many systems have processes where a human checks the 
emails before they are actually sent. Unfortunately some organisations have poor systems in place, 
and where users are sent the same email, but the reception list is hidden by BCC:. This, of course, 
works by keep in the list secret, but it is easy to make a slip and forget to add to the BCC:, especially 
when given to someone who is not quite experienced in email netiquette. 

Recently, NHS Greater Glasgow and Clyde (NHSGGC) announced that an email had gone to 86 
transgender patients with each of their email addresses in the To:. What was meant to happen was 
that Bcc: was used, but the sender created it with an open distribution list. The users affected were 
transgender patients at Glasgow's Sandyford Clinic, and the emails included information on names 
and dates of birth, where patient's names and dates of births could be gathered from their email 
addresses. 

Recently, in Cork, it was reported that there was a case where: confidential patient notes; operating 
theatre schedules; meeting minutes; and other confidential information, were repeatedly sent to a 
member of the public over a six month period. 

The person involved was a Cork-based IT professional, who had the same name as a medical 
consultant at Limerick University Hospital. The person who received the details continually tried to 
tell the hospital that it was the wrong address, but the information kept coming through. He even 
tried to call the hospital, but the number just rang out. The period covered 5 January 2015 to 24 July 
2015 and were sent by a number of people, often health care professionals, at the Hospital, using a 
Gmail account.  

Details, revealed by the Irish Examiner, included: 

 Individual patient files containing details of medical care and personal data;  

 A schedule for an operating theatre featuring named patients and their details;  

 The minutes of a top-level meeting including discussion on the use of the new Eircode system;  

 Details relating to a young boy who is battling a serious condition.  

2.3 NHS Breaches 

Increasingly data on individuals is often worth more than their credit card details. Stealing medical 
records, for example, is an attractive criminal business, as the data gained could be worth at least 
ten times the value of credit card data on the black market. The number of healthcare data breaches 
rises at a worrying pace. Since last year, medical identity theft incidents increased 21.7%, and there 
are forecasts that healthcare breaches will keep increasing in the near future, due to the potential 
economic gain and the digitization of records. Forbes, too, have recently reported, that, in less than 
one year there has been nearly 96 million records were stolen (Community Health Systems (4.5 
million), Anthem (80 million), and Premera (11 million)). 

And last week, Darren Grayson, chief executive of the East Sussex NHS Trust, announced that they 
had lost non-encrypted memory stick containing the details of over 3,000 patients. There was no 
mention of the person involved, and the reasons that had led to the breach of policy. With health 
care data worth at least ten times the value of credit card data on the black market, the Chief 
Executives of health trusts have other things to worry about than their budgets, their staff and their 
patients. 

2.4 Forgetting to Blind Copy 

Recently the Gardai had to apologise for data breach which released over 1,700 email addresses, 
and which was blamed on an ‘administrative error’. A particular problem with this is when an email 
is to be sent to a contact list, and where they are supposed to be sent through a blind carbon copy 
(BCC:) and by mistake end up on a carbon copy (CC:) list. Most users understand the difference, and 
know that a BCC: version does not release the full distribution list. Care must be taken if an email is 
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sent to a person, and they do not know that it includes a BCC list, and then one of the users on the 
list sends back an email to in the To: field, which can cause some embarrassment for the reason for 
the BCC distribution (the person on the BCC is meant to know that it’s a secret distribution). Often 
the method used is to set the sender of the email to being both the sender and receiver of the email, 
and all others on the BCC: list. 

The data breach happened within Dublin North Central Gardaí when they sent out their community 
policing information bulletin to their distribution list, but did not hide recipients’ addresses to 
others. This is seen as a breach of Ireland’s data protection laws related to the leak of personal data. 
While they tried to recall it, the mechanisms for recall often do not work, once the email has left the 
local system, as they user is often prompted as to whether they want to delete it or not. Like it or 
not, most users actually view the email, even though the sender has tried to recall it. 

Also, the recall can actually make the breach worse, especially onto non-Microsoft Exchange servers, 
as the To: field will also include the email addresses of the users who were sent the email in the first 
place, doubling the impact. Luckily there wasn’t any sensitive information in the newsletter, but the 
email distribution list included the email addresses of others in the community. 

2.5 FAXes are still used 

As the world has moved on from FAXs to using email, it is always strange when you get asked for 
your FAX number. So, in May 2015, it came as a shock that Northumbria Healthcare NHS Foundation 
Trust had mistakenly sent five faxes with personal information on patients to a member of the 
public. They were meant to go to a social care team, but ended up getting sent to an incorrect 
number. 

The first breach had happened in March 2014, and new policies were applied. Allof the pre-
programmed numbers for the FAX machine were changed, but it still didn't stop other four FAXs 
being sent to the same person just two months later. 

Honestly, what century are we in when people still send sensitive documents over FAX? Haven't 
these people heard of email or even Dropbox? The risks around email and Dropbox, as compared 
with FAXs, is a fraction of a fraction of a percent. I know, for example, that our departmental FAX 
machine sits in a fairly public space, where someone can spy on the contents of FAXes as they come 
in. In fact, our FAX is gathering dust, as no-one uses it anymore. 

3 Resilience 
The recent outage at British Airways (BA) outlined the increasing requirement for reliance within IT 
infrastructures A key focus of mission critical companies who are highlight dependent on their IT 
infrastructure is to create an infrastructure with four main types of sites: hot sites (which are 
running data infrastructures), cold sites (where the data infrastructure could be rebuilt), warm sites 
(which are mirrors of the running data infrastructure), and mobile sites (which mirrors parts of the 
infrastructure). The outage at BA shows how susceptible our health and social care infrastructure 
could be from a major outage. 

Normally we switch between hot sites on an outage of less than an hour. If we have a major outage, 
then the cold site would aim to be up-and-running within a week, while the warm sites often cope 
with the time period in-between, where we have an hour to switch from the hot site to the warm 
site. If there is no alternative location for a warm site, we can also switch to a mobile site. 

3.1 Understanding risk 

In continuity planning we define the key risks around an outage, and then plan how we will cope 
with these, and make sure that our solutions are fully tested. At the core of continuity planning is 
the understand of risk, and how to mitigate against it: 
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And so we have the concept of a hot site, warm site, and a cold site. With the hot sites we have our 
fully running version sites, and where we synchronous all the data into a warm site. Overall the 
warm site is almost like a mirror of the warm site, with the same data infrastructure, networked 
equipment and connections, and is basically a fully-working copy, and not exposed live. A great deal 
of data thus travels between hot sites and warm sites, and they should be synchronised to support a 
minimum time loss of data. 

For an airline this might be synchronised for one minute, where an outage on the hot sites flips to 
the warm site, and with a data loss of just one minute. As far as most are concerned there is no 
perceivable difference between the hot site switching over the warm site. In many cases the warm 
site will be able to run as the main site, and where the warm site can be brought back on-line (after 
a full test, of course).  

3.2 Loss of power 

On a power failure most sites will be able to run for a short time - such as an hour or so - on battery 
power - and for several hours on generate power. But a glitch in the power in the change-over can 
often cause a corruption of data, which can cause the infrastructure to fail. In this case, there should 
be automatic triggers so that the hot site switches over to the warm site. In testing, companies 
should define maximum time periods for an outage, and address the risks involved. 

Few companies are immune from data loss through power outages, such as in 2015 when Google's 
data centres in Belgium (europe-west1-b) were affected by a power loss caused when there were 
four lightning strikes on the local power grid. While most of the servers had battery backup and 
redundant storage, Google still ended up losing an estimate of 0.000001% of its disk space (which is 
around ten kilobytes for every 1 terabyte - giving a possible loss of a few gigabytes of data). 

The key areas of loss are likely to be around cached data or where data was being written when 
there was a power glitch. This case actually shows how dependent we are on power supplies, and 
these must be protected in order to cope with a disaster situation. Also, people think that lightning 
never strikes twice, but that's not the case with electrical supplies as they are long runs of a metal 
conductor, and when the isolators are wet they can provide an easy route to earth. Companies must 
have electrical supply backups of batteries and local generators, and which have been fully tested 
against a range of scenarious. 

3.3 Cold site 

The concept of a cold site is where there is a major disaster, such as a hurricane, and where we must 
rebuild the whole of the data infrastructure in another place. Often we define a minimum time for 
the rebuild and test for this resilience. 

Investing in failover infrastructure is a great investment for health and social care, along with 
backing-up data. For many the 3-2-1 rule applies: at least three copies, in two different formats, with 
one copy off site/offline. For cold sites, there must be a process to take the backups, and verify them 
on each back, as there are many cases of backups being unusable. The company should then be well-
drilled in how these backups can be used to recreate the data infrastructure. In the era of Cloud-
based systems, must of this back-up can be done by mirroring existing running infrastructures. 

4 Lessons from US? 
In the US, the HHS (U.S. Department of Health and Human Services) Health Care Industry 
Cybersecurity Task Force has just recently reported to Congress. It outlined that health cyber 
security was in a “Critical condition” and that the industry generally struggled to attract and keep 
the best talent. The poor state of cyber security in health care in the US is highlighted by 39 data 
breaches in March 2017, alone, and over 1.5 million records breached. 
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While defining many recommendations, the six main imperatives are: 

 Defining and streamlining governance and expectations for cyber security. 

 Increasing the security of medical devices. 

 Creating the workforce capacity necessary to prioritise cyber security awareness. 

 Increasing readiness via cybersecurity awareness and education. 

 Finding ways to protect R&D efforts and intellectual property from attacks. 

 Improving information sharing of threats and weaknesses. 

Included in the report is the setup of a clear leadership role, along with the setup of an incident 
response team (MedCERT - Medical Computer Emergency Readiness Team) and in providing better 
access for citizens to manage their own health record. Along with this the recommendations also 
define some form of formal clearance for those accessing health care records. 

One of the major factors in applying Cyber Security to Health Care is the lack of skills around to fill 
key roles. We can see from recent research that, allow with Python skills, the roles in security are the 
ones that are most in short supply (Figure 2). 

In order to address this, the Grant program in the US provides funding to bolster the security of an 
organisation and are then required to: 

 Provide cybersecurity information and education on cyber threats affecting the healthcare and 
public health sector. 

 Expand outreach and education activities to ensure that information about cybersecurity 
awareness is available to the entire healthcare and public health sector. 

 Equip stakeholders to take action in response to cyber threat information. 

 Facilitate information sharing widely within the healthcare and public health sector. 

 

 
 

Figure 2: Experts in short supply 

5 Protecting Critical Infrastructure 
Recent outages at Capita and BA highlight that the resilience of systems are often an after-thought, 
and where a loss of a key service can bring down the whole of the infrastructure. In the Oil and Gas 
industry, engineers are well versed in understanding critical paths, and to make plans for alternative 
routes, but in IT, there is often little understanding of the interconnected nature of the 
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infrastructures (both internally and externally). Few systems could actually cope a major power 
outage or a DNS outage, as most systems use domain name lookups to find their resources. 

Capita's systems were knocked out for at least two days, and affected council and NHS 
infrastructures around the UK (including Sheffield City Council). It related to a power failure in West 
Malling where generators failed, and shut down the whole of the data centre. Capita is the largest IT 
provider public sector in the UK, with around a 50% per cent of the overall market (£1.9bn in 2016). 

On 8 July 2015, all the flights for UA (United Airlines) were grounded, followed by a computer crash 
on the NYSE (New York Stock Exchange); and then the Wall Street Journal site crashed. With a major 
outage on the Internet or a large-scale cyber-attack, these were the kind of things that would signal 
the start of a major problem. Wired classified it as "Cyber Armageddon", and Macfee have since 
pointed towards it being suspicious that it all happened on the same day and that there could have 
been a major cyber attack. No matter if it was a cyber attack or not, it does show how dependent 
that our world is on information technology, and a failure in any part of it could be devastating to 
both the economy and our lives. 

Overall the NYSE was down for over three hours and it was reported that it was a technical glitch 
(costing around $400million in trades). The think that it highlighted is that airlines and the stock 
exchange are two key parts of our critical infrastructure, and problems in either of these, on a long-
term basis, could have a devastating effect. Unfortunately few designers of systems take into 
account failover systems, as it can considerably increase the costs.  

Often terrorists and a cyber attack are used as the threat actors in triggering this chaos, but in most 
cases it will be a lack of thought; a lack of investment; and/or human error which will be the likely 
causes, and these things should not be forgotten. While, in the UK, the banks have been toughening 
their infrastructure against attack, the whole back-end infrastructure needs examined, especially in 
the security of power sources, which will bring everyone down. 

There are still two major things that most systems are not resilient against: 

 Long-term power failure. 

 Sustained DDoS (Distributed Denial of Service). 

In the UK, especially, our private sector has seen significant funding in creating secure and robust 
infrastructures, but a lack of funding in the public sector, along with single vendors controlling key 
elements of it, shows that there may be cracks in the system. 

5.1 Large-scale power outage 

We build systems and we make them work. We know they are not perfect, as they are built with 
interlinking dependences. If often use risk models to understand where the most likely breakpoints 
will be, and then create failover routes for these.  So will build-in alternative supplies, such as using 
different supplies from providers, or have a wireless failover system. Then, there's denial-of-service, 
where there is an exhaustion of services within the infrastructure, so we build in load balancers and 
spin-up new instances to cope, but, eventually, these defence mechanisms will exhaust themselves 
too. 

So, in the US, the former Secretary of Defense William Cohen has sent a cold sweat down many 
leader's backs, including industry leaders, as a major outage on the power grid, would cause large-
scale economic and social damage. At the core is the limited ability to run for short periods of time 
with UPS (uninterruptible power supply), and then on generators, in order to keep networked 
equipment and servers running, but a major outage would affect the core infrastructure, which 
often does not have the robustness of corporate systems. His feelings are that an outage on the grid 
would cause chaos and civil unrest throughout the country.  
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Alarm bells have been ringing for a while with Janet Napolitano, former Department of Homeland 
Security Secretary, outlined that a cyber attack on the power grid focused on “when,” not “if.” and 
where Dr. Peter Vincent Pry (Former senior CIA analyst defining that the US was unprepared for an 
attack on its electrical supply network and that it could take the lives of every nine out of ten 
Americans in the process. 

The damage that a devastating EMP (Electromagnetic Pulse), such as from a nuclear explosion, has 
been well known, but many now think it is the complex nature of the interconnected components of 
the network and their control system infrastructure (typically known as SCADA - supervisory control 
and data acquisition) could be the major risk. 

Perhaps a pointer to the problems that an outage cause is the Northeast blackout on 14 August 
2003, which affect 10 million people in Ontario and 45 million people in eight US states. It was 
caused by a software bug in an alarm system in a control room in Ohio. With this, some foliage 
touched one of the supply lines, which caused an overload of them. The bug stopped the alarm from 
being displayed in the control, and where the operators would have re-distributed the power from 
other supplies. In the end the power systems overloaded and started to trip, and caused a domino 
effect for the rest of the connected network. Overall it took two days to restore all of the power to 
consumers. 

As the world becomes increasingly dependent on the Internet, we have created robustness in the 
ways that the devices connect to each other, and the multiple routes that packets can take. But 
basically no electrical power will often disable the core routing functionality. 

On an attack, it is likely that the Security Operations Centre (SOC) could take control of the internal 
network, and limit access to services. Five initial stages could be: 

 Stage 1: take-over. So the first thing that the network and security engineers will have to do on a 
cyberware attack will thus be to take-over the control of the traffic, otherwise its own citizens 
will crash the internal infrastructure. The challenge in this phase is to control the internal forces, 
while dealing with external pressures. In these days, many of the services use Cloud systems, so 
throttling back on external traffic could also disrupt the network. 

 Stage 2: Coping with the threat. As Stage 1 happens, security analysts are likely to be analysing 
the external threats, such as coping with a large-scale Distributed Denial of Service, and try and 
understand how they could cope with an external (or internal attack), without actually affecting 
the internal network. The plans would then have to be carefully intertwined to make sure that 
any control on the external threat does not affect the internal operation of the infrastructure. A 
large-scale crash would be almost impossible to cope with, as servers and service normally 
interconnection, and where the infrastructure would take a while to recreate itself. Like it or 
not, much of the infrastructure still requires a great deal of human intervention. 

 Stage 3: Observation and large-scale control. At this stage we will see the Chernobyl Nuclear 
Power Plant effect where the most important alarm on the system was swamped by other less 
important ones. So at this stage alerts will be coming in on system crashes and problems, and 
thus plans will be in-place to filter these alerts so that only the most important ones will be fed 
to analysts, and who can then try and put in-place plans to overcome the problems before the 
infrastructure collapses. While many have tried to model the complex behaviour of our network 
infrastructure, it is almost impossible to predict, so security and network analysts will have to 
cope with the large-scale disruption, and make decisions on how to keep the core infrastructure 
up-and-running. A key focus of this stage would be to make sure that military, transport, energy, 
health and law enforcement systems were given the highest priority, along with financial 
systems (as the shock wave of a disruption to the economic infrastructure of the country could 
be long lasting) 

 Stage 4: Observation and fine-control. At this stage, we would move to a point that there was 
some stability, and where lesser alerts could be coped with. This might relate to services which 
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were less important, but which need to be sustained. A key focus would be to protect the 
financial and commercial interests of the country. 

 Stage 5: Coping and restoring. The final stage is likely to be the restoring of normality, and try to 
recover the systems, and which may be damaged in some way. On a cyber warfare event, this 
could be an extremely costly process, especially if the country has not coped well with the 
attack. 

A rating system for critical infrastructure providers? 

In the UK, with the banks going through a penetration test from the Bank of England (with CBEST), 
should other companies and public sector agencies go through the same thing? Could we have a star 
system for our network and power supply providers, so that we can assess how they would cope 
with a major outage? Just now, we purchase the cheapest, and just hope for the best! 

A 5-star company, would have provable methods of providing alternative supplies, and support 24x7 
support for any failures. They would also provide on-site supplies, along with assessing key risks 
within the environment. Also they would be open for audits of their systems at any time, and also 
provide audit and risk assessment facilities to their customers. They would also have a strong 
understanding of the costs to the business for a range of things, such as loss of business and brand 
damage. 
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Introduction & Context: 

The NSS IT organisation provides a range of national level IT services to NHS Scotland Boards 

including the hosting and management of the role of the National IT Security Advisor. This position 

involves heavy collaboration with other Boards and provides a consulting and coordination role on IT 

security issues across the NHS in Scotland.  We link into Scottish Government and UK level policy on 

IT security matters, and provide practical guidance and frameworks for the assessment of local 

measures put in place to mitigate different types of threat. In the event of an incident, we act as a 

coordinator and clearing house for information sharing and provide central guidance back out to 

Boards on how best to deal with issues in real time. We link into all the national public sector 

support available (Cyber Security agencies within Scotland and the UK) and provide coordinated 

status information back to Boards and into Scottish Government eHealth directorate.  We also 

provide recommendations on recovery and on any changes which need to be made to counter any 

repeated incidence and ensure delivery of incident reviews and lessons learned exercises. We also 

link into national level IT service suppliers on security issues and provide contract guidance on 

security aspects of all major IT purchases across NHS Scotland. 

I have listed below answers to key questions posed by the Committee to all NHS Boards…. 

 

 

1. What impact did the recent cyber-attack have on your organisation and the public?   

NHS Scotland is comprised of 22 separate health Boards that provide regional health services (e.g. 

NHS Lothian, NHS Lanarkshire, etc.) and national functions (e.g. Scottish Ambulance Service, 

National Services Scotland, etc.) across the whole of Scotland.  This answer provides an overview of 

the impact across all of these separate organisations. 

On 12 May there was a global Ransom ware attack that impacted on a number of countries but in 
the UK mainly affected the NHS.  Across Health Boards around 1% of the total number of devices 
(around 1,500 devices) were affected by this cyber-attack. Mainly Windows 7 and small number of 
Windows XP devices were affected along with a number of Windows 2003 servers. Initial 
consideration suggests that the source of the attack was not through an infected email or a click-
through to a malicious website.  Rather it appears to have been through an open end port (which 
provides the ‘gate’ onto other networks internal to NHS and externally, including the internet and 
the NHS England network) and through which the Ransom ware found its way in. Once inside our 
networks the Ransom ware was then able to encrypt files it got access to and jump from one 
network connection to another thus spreading quickly to vulnerable computers. 
 
Impact varied across NHS Scotland as health boards were affected differently. In total, 11 territorial 

Boards and 2 national Boards were affected.  

• No infection: Nine of Scotland health boards were not infected by the malware 

• Minor infection: Several health boards experienced mild infection in the order of 2-10 

devices infected.  The impact of this was typically minor including overtime resource to 
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restore infected servers and endpoints and GPs and some business areas reverting to 

business continuity processes whilst services were restored.  In most/all cases normal 

service was restored in the following 24 hours 

• Wider infection: Two health boards experienced a more significant impact including 30+ 

devices infected across multiple sites, more disruption to normal business and in some 

cases rescheduling of non urgent appointments 

 

There was also a limited impact on national level systems: 

• Scottish Wide Area Network (SWAN): Restrictions on network traffic were put in place 

to restrict virus propagation soon after the attack started. This did have temporary 

impact on legitimate network traffic which did delay some of the usual information 

flows but these connections were restored once the attack risk had been mitigated. No 

significant impact on operations were reported linked to this measure. 

• Finance Systems: One module of the national financial systems suite was impacted by 

the virus and this did drive the need to shut down access to core national financial 

systems into the start of the new working week whilst the impacted module was 

cleansed. The recovery measures worked as planned and there was no impact from a 

data integrity perspective. Full access was restored by Tuesday 16 May. 

• Digital Imaging System (PACS):  The national PACS data archive was taken down as a 

precautionary measure but was found not to be infected. This necessitated business 

continuity measures to be put in place for urgent cross Board access to x-rays and scans 

over the attack weekend with no reported impact on service provision to the public. 

 

Notes on impact of the incident: 

• Service restoration: across the whole of NHS Scotland the majority of critical services 

were restored in less than 24 hours, and full normal service resumed less than a week 

later 

• No ransom paid: no health board paid any ransom because of extensive data restoration 

capability, so systems and data were restored from backups where required 

• Impact on resource: probably the biggest impact to NHS Scotland resource was the 

additional demands placed on IT teams, and the disruption of business as usual activities 

displaced by re-allocation of resources to investigate and respond to the incident 

• Precautionary measures caused disruption:  some health boards, even with no 

infection, took the decision to shut down systems or disconnect networks as a 

precautionary measure – this can be an effective approach to prevent a system being 

infected and limit the potential impact, particularly early during an incident when the 

method of infection is yet to be confirmed, but also can cause self-inflicted business 

impact and disruption so a careful consideration is required 
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2. Following the cyber-attack how has your approach to prevention of such attacks been revised?   

NHSScotland’s national approach is to implement the SG eHealth NHS Scotland Information Security 

Policy Framework (NHSS SPF).  This is a national framework of security objectives derived from 

industry good practice standards ISO27001 and ISO27002 that builds on the previous national 

information security policy and was mandated to all health boards from Scottish Government in July 

2015. 

At health board level this entails implementation of health board security policy, standards and local 

good practice to meet the control objectives.  To achieve this health boards draw on multiple 

resources and supporting industry good practice such as National Cyber Security Centre guides, Top 

20 Critical Security Controls and independent audits. 

Overall health boards implement extensive security good practice, however, all organisations are 

restrained by budget and available resources and must make decisions to balance risk vs. 

expenditure when mitigating security risks and the NHS is no exception.   

 The scale and complexity of the NHS, and particularly NHS supplier arrangements, can 

present a challenge in achieving 100% coverage of controls such as patching and upgrading 

legacy infrastructure with very limited resources 

 The NHS typically does not have internal skills and budget to implement innovative leading 

edge security controls such as advanced end point protection, Security Information and 

Event Management (SIEM) and Intrusion Prevention Systems (IPS) or other automated 

solutions for tasks like patch and vulnerability management.  In some cases the technology 

may be affordable in isolation but the challenge is in having the skills and budget to 

implement and manage the solutions on an ongoing basis. 

So whilst the overall approach of NHS Scotland to mitigating cyber threats has not been significantly 

revised, health have identified multiple options that could provide additional mitigation of cyber 

risks, these are summarised in the next question. 

 

 

 

3. What additional support would assist in preventing such attacks?   

Health boards have identified multiple areas for consideration where there may be opportunities for 

improvement. 

National initiatives 

• GP review: full review and re-alignment of GP security posture, controls and responsibilities e.g. 

GP governance, infrastructure improvements, training and awareness around cyber security 

risks/impacts 
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• Security training: covering all areas such as awareness for front line staff, security skills and 

certification for IT and security personnel and courses targeted at GP surgery managers 

• NHSS Computer Emergency Response Team: better monitoring and alerting of information 

security information e.g. threats, vulnerabilities and recommended mitigations (similar to NHS 

England / Digital CareCERT function) 

National – technical (SWAN, NSS, suppliers and third parties) 

• National vulnerability scanning function: a centralised team that can be deployed to scan 

national networks such as SWAN, and deployed locally to provide intelligence and reporting on 

local health board networks  

• SWAN review/network monitoring: technical solution to provide intelligence, alerting and real-

time mitigation of security events at network level  

• Technology standardisation: development of health board security target model to encourage 

standardisation, increase efficiency, promote best practice and enable collaborative/national 

procurement of security technology 

Local health board 

• More IT and security skills resource: managing IT infrastructure to reduce vulnerability requires 

IT resource.  Current resource allocation may be insufficient to keep pace with increasingly 

rapid development of cyber threats 

• Increased IT budget: additional funding to enable tech refresh to replace legacy infrastructure 

and allow the NHS to keep pace with modern technology lifecycles; and/or to deploy more 

advanced security tools  

• Local technical improvements: improved patching standards and process, standard build 

review (reducing/removing unused services); local infrastructure monitoring and control – 

IPS/SIEM; enhanced endpoint protection; etc.  

 

 

 

4. To what extent do you collaborate with other Boards on IT security issues? 

Across NHS Scotland and the UK there is extensive collaboration and coordination on security 

efforts.  NSS provides a consulting and coordination role on IT security issues across the NHS in 

Scotland and NSS also links into Scottish Government and UK level policy on IT security matters. 

During the incident there were several instances of collaboration and sharing of information about 

the malware and action steps to mitigate, including: 

• Information shared by one health board, communicated to all others via NSS and the national 

information security website 

• National steps implemented on SWAN to prevent the spread of the malware with extensive 

communication and collaboration with health boards 
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• National UK co-ordination via NHS Digital (England) and joint government / industry 

Cybersecurity Info Sharing Partnership (CiSP) around information and lessons learned 

• Communication with Scottish Government to ensure relevant information made available 

However, eHealth Leads have recently discussed opportunities to more effectively share good 

practice of one health board across NHS Scotland.  In the eHealth Leads technical workshop (took 

place several weeks before the incident) an action was agreed to create a health board target 

security model that would draw on the best practice from each health board. 

Table 1 provides a summary of the key NHS Scotland and national UK security groups. 

Group Comment 

NHS Scotland  

Information Security Forum (ISF); and 
Information Governance Forum (IGF) 

ISF and IGF are on back to back days and attended by 
information security and governance practitioners to 
support sharing of information, reviewing information 
systems and issues arising and progressing national 
initiatives 

National information security website 
and discussion tool  
(https://security.scot.nhs.uk requires 
N3/SWAN NHS) 

Information sharing resource internal to NHS 
Scotland, similar to National Cyber Security Centre 
(NCSC) website 

Other national groups with security 
engagement (primarily eHealth Leads 
and Infrastructure Leads) 

Focus of these groups is wider than information 
security but includes significant focus on security 
aspects 

National – UK  

Home Countries Security Liaison Group 
(NHS England, Scotland, Wales and NI) 

National group of heads of security from each of the 
home countries health services for sharing 
information and expertise  

NHS Digital CareCERT (Emergency 
Response Team) 

Valuable alerts and information sharing resource 

Cyber Information Sharing Partnership 
(CiSP – online information sharing 
platform) 

Very useful pan UK private and public sector online 
collaboration and information sharing tool 

National Cyber Security Centre (NCSC) Although the national authority on security, they 
weren’t the first point of contact for information 
during the recent incident 

Table 1: summary of NHSS national and UK group 

https://security.scot.nhs.uk/


 

 
Chair                     Professor Elizabeth Ireland 
Chief Executive    Colin Sinclair 
 

NHS National Services Scotland is the common name of the Common 
Services Agency for the Scottish Health Service. 

 

 Headquarters 
Executive Office 
Gyle Square 
1 South Gyle Crescent 
EDINBURGH EH12 9EB 
Telephone 0131 275 6000 
RNID Typetalk 18001 0131 275 6000 
Fax  0131 275 7530 
www.nhsnss.org 
 

 
Neil Findlay MSP 
Convener of the Health and Sport Committee 
T3.60 
The Scottish Parliament 
Edinburgh 
EH99 1SP 
 
Via Email: healthandsport@parliament.uk 
 

 
Date 30th May 2017 
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Enquiries to Susan Ferguson  
Direct Line 0131 275 7480 
Email       susan.ferguson4 @nhs.net 

 
 
 
Dear Mr Findlay 
 
IT Cyber Attacks 
 
Thank you for your letter of 19th May regarding the recent cyber attack. You asked a number of 
questions on behalf of the Health and Sport Committee and I have provided answers below: 
 

 
1. What impact did the recent cyber-attack have on your organisation and the public? 

 NHS National Services Scotland was not heavily impacted and we are not aware of any 
direct impact on the public from the issues we experienced as a Board. The NSS IT 
organisation was heavily involved in the coordinated NHS wide response to the incident, but 
the impact on NSS business delivery was minimal. Some of the precautionary measures 
taken over the weekend of the attack had to be reversed at the start of the new working 
week, but this amounted to minor inconvenience and no significant impact on service 
delivery.  
 
NSS IT are responsible for a number of national level systems only one of which was directly 
impacted by the attack. This did drive the need to shut down access to core national financial 
systems into the start of the new working week, but the recovery measures worked as 
planned and there was no impact from a data integrity perspective. The national data archive 
for digital imaging (PACS) was taken down as a precautionary measure but was found not to 
be infected. This necessitated business continuity measures to be put in place for urgent 
cross Board access to x-rays and scans over the attack weekend with no reported impact on 
service provision to the public.  

 
2. Following the cyber-attack how has your approach to prevention of such attacks been 

revised? 
 Not significantly – The recommended security best practice measures already in place 

significantly limited the impact of the attack and the response actions in the immediate 
aftermath worked as they should. A full analysis of the incident however is still work in 
progress and the full lessons learned exercise has yet to be completed.  We will revise our 
approach if required at that stage. 
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3. What additional support would assist in preventing such attacks? 
 The range, scale and sophistication of security threats will continue to increase, as will the 

potential impact of any breach on an NHS which is increasingly dependent on a secure and 
reliable IT infrastructure. We need to increase our bandwidth in terms of specialist IT roles 
within NHS Scotland to address the situation before us. This burden could potentially be 
shared across the whole of the public sector through increased collaboration, but increased 
spending in this area is inevitable. 

4. To what extent do you collaborate with other Boards on IT security issues? 
 NSS IT collaborates heavily with other Boards and provides a consulting and coordination 

role on IT security issues across the NHS in Scotland.  We link into Scottish Government and 
UK level policy on IT security matters, and provide practical guidance and frameworks for the 
assessment of local measures put in place to mitigate different types of threat. In the event of 
an incident, we act as a coordinator and clearing house for information sharing and provide 
central guidance back out to Boards on how best to deal with issues in real time. We link into 
all the national public sector support available (Cyber Security agencies within Scotland and 
the UK) and provide coordinated status information back to Boards and into Scottish 
Government eHealth directorate.  We also provide recommendations on recovery and on any 
changes which need to be made to counter any repeated incidence and ensure delivery of 
incident reviews and lessons learned exercises. We also link into national level IT service 
suppliers on security issues and provide contract guidance on security aspects of all major IT 
purchases across NHS Scotland.  

 
 
Thank you for the opportunity to respond and please do not hesitate to contact me if you have any 
further questions. 
 
Yours sincerely 
 
 

 
 
COLIN SINCLAIR 
Chief Executive 
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By Email to: 
healthandsport@scottish.parliament.uk 

Date 24 May 2017 
Your Ref  
Our Ref JGB/LP 
Enquiries to Laura Parker 
Extension 13628 
Direct line 01292 513628 
E-mail l.parker4@nhs.net 

 
 
Dear Mr Findlay  
 
IT Cyber Attacks 
 
Thank you for your communication of 19 May 2017.  Our response to the issues which 
you have raised is as follows: 
 

1. What impact did the recent cyber-attack have on your organisation and the 
public?   
 
There was no significant impact on NHS Ayrshire & Arran or on any healthcare 
services provided to the public.   A total of two devices were infected, both in 
different General Practices within East Ayrshire.  As a precautionary measure, 
these were isolated from our networks at a very early stage.   Police Scotland have 
since removed one of the infected devices for further forensic analysis. 
 

2. Following the cyber-attack how has your approach to prevention of such 
attacks been revised?   
 
We are currently undertaking a comprehensive review of our IT Security 
procedures and our technical infrastructure.  This is being led by the Assistant 
Director of eHealth and Information Services.  The focus of the review is on legacy 
equipment and associated software, including medical devices.  Where it is not 
economically feasible to replace equipment, other mitigation measures will be 
identified and implemented.   When completed, a Review Report setting out the 
detailed findings, lessons learned and recommended actions, will be submitted to 
the NHS Board’s Corporate Management Team and the Information Governance 
Committee. 
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3. What additional support would assist in preventing such attacks?   
 
The board has legacy systems that require to be upgraded, which includes:  
 

 Desktop PCs and laptops, some 30% of which are between 6 and 8 years 
old 

 Clinical systems software (Microsoft Windows XP and Windows 2003) 

 Wireless infrastructure at University Hospital Crosshouse 

 Network switches in our Community sites. 
 
Funding support to make this change quicker would assist the Board’s resilience.  

 
4. To what extent do you collaborate with other Boards on IT security issues?   

 
There has historically been strong collaboration between all eHealth Leads, eHealth 
infrastructure Leads and IT Security teams at both a National and Regional level on 
IT Security issues, with meetings held on a regular basis.  NHS Ayrshire and Arran 
has played a leading role in developing this approach in the West of Scotland.   As 
an example of this, technical IT support staff from NHS Ayrshire and Arran have 
spent a substantial part of last week, assisting one of our neighbouring Boards to 
overcome the effects of the latest cyber attacks. 

 
I hope this information is helpful to you. 
 
Yours sincerely 
 
 
 
 
 
Mr John G Burns 
Chief Executive 
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Health and Sport Committee 
 

17th meeting, Tuesday 20 June 2017 (Session 5) 
 

Subordinate legislation 
 

Note by the clerk 
 
 

Overview of instruments 

1. There is one affirmative instruments for consideration at today’s meeting: 

 The Carers (Scotland) Act 2016 (Agreements of a Specified Kind) Regulations 
2017 (SSI 2017/draft) 

 
The Carers (Scotland) Act 2016 (Agreements of a Specified Kind) Regulations 

2017 (SSI 2017/draft) 
 
Background 
2. These Regulations are made under the Carers (Scotland) Act 2016 (“the Act”) 

and come into force on 1st October 2017.  

3. Section 1(1) of the Act defines a “carer” as an individual who provides or 
intends to provide care for another individual (a “cared-for person”). This 
definition does not, however, apply to the extent that the care is, or would be, 
provided by virtue of the person’s age (i.e. to ensure that parents are not 
regarded as carers for the purposes of the Act except where they are caring for 
that child for a reason other than the child’s age) and does not apply if the care 
provided is, or would be, provided under or by virtue of a contract or as 
voluntary work. Under subsection (3), Scottish Ministers can specify that the 
reference to “contract” in subsection (2)(b)(i) does, or does not, include certain 
kinds of agreement.   

4. Regulation 2 provides that an agreement between a local authority and a 
kinship carer under regulation 12 of the Looked After Children (Scotland) 
Regulations 2009 (S.S.I. 2009/210), following local authority approval that a 
person who is related, or otherwise known, to a child, is a suitable carer for the 
child, is not a “contract” for the purpose of subsection (2)(b)(i) of the Act. This 
means that care provided under such an agreement will fall within subsection 
(1) and a kinship carer will be a “carer” for the purposes of the Act. The policy 
note from the instrument is attached at Annexe A. 

5. An electronic copy of the instrument is available at: 
http://www.legislation.gov.uk/sdsi/2017/9780111036068/contents 

6. There has been no motion to annul this instrument. 

7. The Committee needs to report by 14 September 2017. 
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Delegated Powers and Law Reform Committee consideration 

8. The Delegated Powers and Law Reform Committee considered the instrument 
at its meeting on 13 June 2017. The Committee determined that it did not need 
to draw the attention of the Parliament to this instrument on any grounds within 
its remit.   
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POLICY NOTE  

 

THE CARERS (SCOTLAND) ACT 2016 (AGREEMENTS OF A SPECIFIED KIND) 
REGULATIONS 2017 SSI 2017/DRAFT 

 
1. The Carers (Scotland) Act 2016 (Agreements of a Specified Kind) Regulations 
2017 is made in exercise of the powers conferred by section 1(3)(a) of the Carers 
(Scotland) Act 2016 (“the Act”). The instrument is subject to affirmative procedure. 

 

Policy Objective 

2. These Regulations make further provision about the meaning of “carer” under the 
Act. 

3. The Act defines a “carer” as an individual who provides, or intends to provide, care 
for another individual except to the extent that the care so provided is, or would be 
provided only by virtue of the cared for person’s age or by virtue of a contract or as 
voluntary work. 

4. Scottish Ministers can specify in regulations that the reference to “contract” in this 
context does, or does not, include certain types of agreement. In order to give effect 
to the policy intention that persons who are formal kinship carers may be regarded 
as “carers” for the purposes of the Act, these regulations serve to specify that an 
agreement between a local authority and a kinship carer under regulation 12 of the 
looked After Children (Scotland) Regulations 2009 (S.S.I. 2009/210) is not a 
“contract” for the purpose of section 1(2)(b)(i) of the Act. This means that a person 
who is a kinship carer pursuant to such an agreement will be a “carer” for the 
purposes of the Act, where they meet the other criteria noted at paragraph 3 above. 

5. Being included under the meaning of “carer” brings rights to access support, 
information and advice in line with the Act. Access to certain types or forms of 
support will depend on the extent to which a carer’s need for support to enable them 
to continue to care (if they so wish) meets the local eligibility criteria. 

Consultation 

6. The Scottish Government has consulted with representatives from Local 
Authorities (including COSLA), Health Boards, carer organisations and carers via a 
stakeholder working group and a wider stakeholder event in late 2016 and early 
2017. The proposed approach to ensuring kinship carers are not excluded from the 
definition of ‘carer’ was welcomed. 

Impact Assessments 

7. An Equality Impact Assessment (EQIA), Privacy Impact Assessment (PIA), and 
Children’s Rights and Wellbeing Impact Assessment (CRWIA) have been partially 
reviewed and updated to take account of the above instrument. These are available 
on request. Further reviews and updated are expected to be published before 1st 
April 2018. 

Financial Effects 



Annexe A 

8. The Business and Regulatory Impact Assessment (BRIA) has been partially 
reviewed and updated to take account of the above instrument. This is also available 
on request. A further review and update is expected to be published before 1st April 
2018. 

 

Scottish Government 

Health and Social Care Integration Directorate 

Carers Branch 
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